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Abstract

What factors drive politically motivated cyberattacks? Our research focuses on one particular kind of

cyberattack: politically motivated, distributed denial-of-service attacks (DDoS). We argue that denial-of-

service attacks are a particular form of a larger category of political contention that is more similar to

nonviolent than violent activism. We offer a country-level explanation that helps establish why some

nation-states are more likely to suffer such attacks while most others are not. When we control for

wealth and Internet penetration, the strongest factor explaining why a country is more likely to suffer

DDoS attacks is the dangerous combination of repression and a highly educated population. The results

have important implications both for the scholarly study of this form of contention, as well as for policy-

makers grappling with this new form of activism.
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What factors drive politically motivated cyberattacks?

There is a large and growing literature in computer sci-

ence on cyberattacks (e.g., Hashmi, Saxena, and Saini

2012; Raghavan and Dawson 2011) and a growing litera-

ture on the increasing political threat of cyberattacks

(e.g., Gandhi et al. 2011; Holt 2011; Buchan 2012; Valer-

iano and Maness 2014, 2015). Despite this increasing in-

terest, there is very little quantitative research that looks

at the political dimensions of cyberattacks, even with the

strong policy argument that cyberattacks are becoming a

growing security challenge for states (Nye 2011). One of

the first empirical efforts looking at this challenge from

an international perspective argues (with reason) that

much of the “discussion of the concept of cyberwar, cyber

conflict, and the changing dynamic of future security in-

teractions is founded upon the study of what could be,

conjured through spectacular flights of the imagination”

(Valeriano and Maness 2014, 347).1

While Valeriano and Maness (2014, 2015) attempt to

address this lacuna in the context of international rival-

ries and across an array of different kinds of cyberattacks,

no existing work focuses on the specific characteristics

that make a country an attractive target for a cyberattack,

and extant scholarship has not developed a theoretical ex-

planation of this phenomenon that connects it to a wider

array of potential political nonviolent and violent actions.

Additionally, existing empirical work does not examine

the factors that make such attacks more or less likely.

Addressing these shortcomings in the literature is neces-

sary for informed policy recommendations on how best

to protect online assets within a country from an attack.

Our research here focuses on one particular kind of

cyberattack: politically motivated, distributed denial-of-

1 See also Valeriano and Maness (2012).
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service attacks (DDoS). DDoS attacks are coordinated,

broadly-based efforts intended to interrupt online com-

munications. We examine why some countries are more

likely to suffer such attacks while others (most others,

actually) do not. This approach, focused on the target

of the attack, is substantively important to generate a

better understanding of this growing phenomenon. It

also allows us to avoid the challenge of attributing at-

tacks to other countries or non-state actors, which is ex-

traordinarily difficult (Brecher 2012). Finally, it turns

our focus away from cyberattacks as a potentially in-

flated threat for interstate warfare (Gartzke 2013;

Lindsay 2014).

We argue that denial-of-service attacks are a particu-

lar form of a larger category of political contention.2

DDoS attacks should thus follow the same strategic logic

that drives other types of anti-government or anti-

dissident actions within a state (Gurr 1970; Tilly 1978;

Lichbach 1987; Olzak 1987; Moore 1995; Anderson and

Mendes 2006). A country should be more likely to suffer

a politically motivated DDoS attack when it violates the

physical integrity rights of its own citizens and when it

has a highly educated population. Repression by the gov-

ernment provides incentives for action. In an environ-

ment where the door is closed to other forms of nonvio-

lent contention, the Internet has created a new resource

for people to protest in ways that are nonviolent. Educa-

tion affects people’s ability to use this new resource. The

ease with which attacks can be “anonymized” (e.g., dis-

tributed across thousands, even millions, of infected com-

puters, �a la botnets) means that both state and non-state

actors alike can act with relative impunity. A repressed

and educated population can politically protest from

their laptops, a repressive government may be a likely

target of attacks from abroad, and a repressive regime

can act to limit speech, while maintaining plausible

deniability.

Using novel data on DDoS attacks, we find support

for this argument that domestic education levels and re-

pression influence the likelihood of a DDoS attack on a

country in a given year. Additionally, we find that mate-

rial nonviolent contention is positively associated with

politically motivated DDoS attacks, while violent conten-

tion is not associated with such attacks.

Our analysis focuses on DDoS attacks because they

are both effective and one of the easier types of cyberat-

tacks to carry out, and thus should reduce the mobiliza-

tion costs for potential dissidents (Bronk 2008; Lesk

2007; Goth 2007; Nazario 2009; Clarke and Knake

2010; Mansfield-Devine 2011). As Sauter (2014, 10)

points out:

At its most basic level, a denial-of-service action seeks to ren-

der a server unusable to anyone looking to communicate

with it for legitimate purposes. Complex or sophisticated

tools are not necessary to launch a DDoS action. A group of

people reloading the same website again and again at the

same time could constitute a manual DDoS action, if they in-

tend to bring that site down. However, automated tools and

methods are much more effective against websites that rely

on today’s web infrastructure.

Distributed cyberattacks—cyberattacks across mul-

tiple sources—are an easy, low-risk means for educated,

repressed people to express dissent or for a state to try

to quell mobilization by this educated population. In

what follows, we first outline denial-of-service attacks,

what they are, what we know about them, and what we

do not. We then discuss how cyberattacks fit into a

larger repertoire of contentious actions in a particular

society. From this discussion we derive particular hy-

potheses. We then discuss the DDoS data, how they are

collected, how they are novel, and their limitations.

Using these data, we then perform cross-national quan-

titative tests to test our hypotheses. We provide the esti-

mates and substantive impacts of these factors that in-

crease or decrease the likelihood of a DDoS attack. In

the conclusion, we discuss limitations and future re-

search in this area.

DDoS and the Growing Fear of
Cyberattacks

It has long been clear that dependence on the Internet

makes people vulnerable in new ways, a notion that so-

cial scientists are just now studying in a rigorous, system-

atic manner. As early as 1971, scholars theorized that

computers could be used for malicious purposes (Vande-

voort 1971). Since then, the Internet has become increas-

ingly utilized as a conduit of exploitation and violence,

and terms such as “cyber-war” and “cyber-terrorism”

have entered our lexicon (Di Camillo and Miranda

2011). In this paper, we specifically focus on politically

motivated DDoS attacks. We define these forms of cyber

action as intentional efforts to limit the accessibility of

online resources, where some form of political motivation

is evidenced. We restrict our focus to DDoS attacks be-

cause if we are right that these are a new form of conten-

tious politics, they should fit within our understanding of

the factors that influence other types of contentious

2 Given the difficulty of attribution, we should note that it is

possible that some of these attacks were carried out by

state actors against other states or against non-state

actors.

236 Repression, Education, and Politically Motivated Cyberattacks

D
ow

nloaded from
 https://academ

ic.oup.com
/jogss/article-abstract/1/3/235/2579752 by Am

erican U
niv W

C
L user on 05 D

ecem
ber 2018

Deleted Text:  
Deleted Text: -
Deleted Text: -
Deleted Text: -
Deleted Text: a
Deleted Text: to 
Deleted Text: related 
Deleted Text: have 
Deleted Text: -
Deleted Text: which 


politics, like on-the-ground nonviolent and violent pro-

tests within a country.

While the number and severity of DDoS attacks con-

tinues to increase year after year, there is very little peer-

reviewed social science literature on denial-of-service at-

tacks generally, and even less that examines cross-

national statistical evidence. Compared to other subjects

within contentious politics and international relations,

the role of the Internet—and DDoS attacks in particu-

lar—is understudied and, as a result, under-theorized

(Holt 2011). Part of the reason for this imbalance is the

highly technical and rapidly changing character of the In-

ternet generally, and DDoS attacks in particular. Aca-

demic research into DDoS attacks tends to approach the

problem from a computer science lens, focusing on meth-

ods of detection and deterrence (Lee et al. 2008; Xiang

et al. 2004; Jin and Yeung 2004) and tracing attacks to

their true source (Law, Lui, and Yau 2005; Wheeler and

Larsen 2003).

The general terrain of hackers and their motivations

have also been explored (again, largely within technical

disciplines), with some researchers framing the behavior

as deviant and motivated by a need to rebel, to be defiant,

and to boost self-esteem (Suler and Phillips 1998; Suler

1997). Other work on hacker motivations, however, re-

jects the pathological viewpoint and explores the sociol-

ogy of hackers. Jordan and Taylor (1998) place the be-

havior in the context of community formation, with

hacking as instrumental to the construction of in-groups

and out-groups, that is, hackers and the computer secu-

rity industry. But again, we have found almost no analysis

that uses country-level data and takes into account

country-level factors to explain the motivations of cyber

attackers.3 The scarcity of social science research high-

lighting the influence of domestic and international poli-

tics on denial-of-service attacks is unfortunate. This is

particularly true given the assertion that DDoS attacks

have acquired increasing significance in politics and for

national security policymakers (Hoover 2012).

Numerous episodes throughout the past 20 years

stand as exemplars as to how cyber politics have become

significant security concerns for both non-state and state

actors. Two early examples of politically motivated

DDoS attacks occurred in the late 1990s, the first of

which was orchestrated by Spanish protestors. In 1997,

cyber activists flooded the Institute for Global Communi-

cations (IGC) with thousands of emails because the com-

pany hosted the Euskal Herria Journal website, a publica-

tion that supported Basque independence (and, by

extension, the ETA terrorist group). The IGC was eventu-

ally forced to relent to protestors’ demands, as their abil-

ity to service its other customers had been severely im-

pacted (Denning 2011).

Similar tactics were employed in 1998 by the Tamil

Tigers, a Sri Lankan terrorist organization. Targeting Sri

Lankan embassies around the world, the group sent 800

emails a day for two weeks in an effort to crash govern-

ment servers. Each of the emails read “We are the Inter-

net Black Tigers and we’re doing this to disrupt your

communications” (Denning 2001, 74). Intelligence au-

thorities often cite this DDoS attack as the first digital as-

sault against a country’s computer system by a terrorist

organization (Denning 2011).

DDoS became widely known to the American public in

February 2000 when a series of attacks was launched

against the Yahoo!, Amazon.com, Dell, eBay, and CNN

websites. In that case, the perpetrator was a Canadian teen-

ager, but throughout the decade DDoS became an increas-

ingly viable tool for international coercion (Hersher 2015).

Perhaps the most famous uses of DDoS attacks oc-

curred in Estonia and Georgia, spurred on by deteriorat-

ing political conditions with Russia. In 2007, Estonia was

the target of politically motivated DDoS attacks from

Russian hackers after the country announced its intention

to move the Bronze Soldier of Tallinn statue. The hackers

responded to the announcement by using an estimated 1

million computers located in over 75 countries to mount

the massive assault (Jones and Kovacich 2016). In 2008,

during a brief armed conflict between Georgia and Rus-

sia, numerous Georgian websites were targeted and

knocked offline. In both cases, the Russian government

denied involvement. Instead, the nationalistic Nashi

Youth movement claimed responsibility for the Estonian

attacks, and it was among a number of groups suspected

of orchestrating the Georgian attacks as well.

More recently, in February 2012, hackers affiliated

with the hacktivist community “Anonymous” claimed re-

sponsibility for initiating a DDoS attack against the web-

site of the US Central Intelligence Agency. The attack was

launched as a response to perceived inactivity by the US

government in stopping online child pornography. In a

statement released by Anonymous, the group explained

that the attack “created a way more significant amount

of attention to a situation that goes unnoticed far too of-

ten” (Biddle 2012, n.p.).

A few years later, in October 2015, several websites

associated with Thailand’s government were disabled by

a DDoS attack after Thai officials announced that a single

Internet gateway would be imposed in an effort to block

“inappropriate websites” and to control the flow of infor-

3 An important exception is Valeriano and Maness (2012,

2015).
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mation from abroad. According to the BBC News (2015,

n.p.), “Thai netizens insist this is not an attack, but a

form of civil disobedience,” which further reiterates how

the Internet can be used as a twenty-first century tool of

contentious politics.

These cases illustrate how cyber events are coming to

occupy a position of prominence in political conflict and

activism. But questions abound regarding how cyber is-

sues should be addressed in international relations and

how academic theories may apply to cyber politics. We

are still in an early phase of understanding how the power

relationships in cyber politics (perhaps most significantly,

deterrence) function (Nye 2011; Libicki 2009). But to

simply cast cyber incidents as threats requiring state ac-

tion limits our analysis. As the examples above demon-

strate, the Internet is a tool for more effective and public

displays of political conflict for non-state actors as well.

As a result, it is vitally important for us to focus attention

on how the Internet is changing the possibilities for politi-

cal conflict and the dynamics between state and non-state

actors in this space (Adamson 2016).

Does Cyberspace Change Politics?

While some see cyberspace as simply a reflection of the

physical world (Norris 2001), we believe that in funda-

mental ways the creation of a virtual terrain has changed

the physical environment, and in particular the landscape

for contention (Kellner 2003; Chadwick 2006). When

thinking about the impact of this virtual environment on

contention, we draw upon Lichbach’s (1998) notions of

dissident action and rational rebel behavior, especially his

insight that dissident groups must produce innovations in

technology in order to effectively challenge opponents that

otherwise have greater resources. We believe that DDoS

attacks can be considered innovations in dissident group

technology. Lichbach’s “rebel’s dilemma” focuses on the

limitations to mobilization based on the potential cost of

action versus the benefits that one can receive if those ef-

forts are successful. Denial-of-service attacks in particular

offer two significant changes to the rebel’s dilemma: (1)

they are very low-cost means of disrupting opponents’

communications, and (2) they dramatically reduce the

likelihood of discovery (McCarthy and Zald 1977). Many

politically motivated cyber attackers have tried “to show

the general public and the media that they are standing up

against the establishment to protect the rights of people

around the world that are endangered by national or cor-

porate oppression and greed” (Still 2005, 1). In other

words, many cyber attackers are behaving like other politi-

cal activists and political dissidents; they are using their

continuous actions in support of a political message.

How, then, do cyberattacks fit into the repertoire of

political contention? The opportunity structure literature

suggests that choices of contention will be impacted by

the nature and behavior of the regime in question, which

will create opportunities or constraints on action (Tarrow

1998; Tarrow and Tilly 2007). The human rights litera-

ture also suggests that regime type constrains the state’s

use of repression and the lack of repression opens up

room for dissenters to use nonviolent means (Poe and

Tate 1994; Davenport and Armstrong 2004). More im-

portant than regime type, though, we believe that repres-

sion itself should be a key factor in encouraging DDoS at-

tacks in a country. Even strong democracies sometimes

repress dissidents (Gurr and Moore 1997, 1083; Daven-

port 2007).

Why should repression, then, be associated with

DDoS attacks? First, repression closes the door to many

forms of nonviolent contention and “regular” politics. It

thus leaves dissenters looking for alternate routes of be-

havior (Tilly 1978; Gurr 2000; Regan and Norton 2005;

Saxton and Benson 2006). Second, cyberattacks are a rel-

atively safe way to engage in resistance when the govern-

ment is repressing. They are an attractive tool, similar to

what Collier et al. (2003, 74) suggest about the willing-

ness of diasporas to mobilize, as they “do not suffer the

consequences of violence” because attributing such at-

tacks is hard to do. Repression, though, is not just a con-

straint on mobilization. It can spur mobilization in the di-

rection of contentious—and anonymous—behavior.

Repression also creates grievance and, as such, should

drive more individuals and organizations toward conten-

tion of all sorts (Davenport 2007).

State repression has been linked to increases in many

other types of political violence. For example, Walsh and

Piazza (2010) found that repressive regimes are more

likely to be targeted with transnational terrorism, as gov-

ernments that frequently use repression are less likely to

get the necessary intelligence to thwart terrorist attacks.

State repression has also been linked to interstate con-

flict; the behavior a state uses toward its own population

affects its interactions internationally (Sobek, Abouharb,

and Ingram 2006). As such, not only could repression

drive DDoS attacks by non-state actors within a state, it

could also affect the likelihood of attacks against a state

from international non-state and state actors.

Repression, though, is only one component of the pic-

ture. There is a strong body of literature that suggests

that resources are a key determinant of what dissenters

will or will not do (Collier and Sambanis 2002; McCar-

thy and Zald 1977). Clearly the level of Internet penetra-

tion is pivotal, but we believe that another critical factor

is the level of education in a population. When repression
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pushes people away from protests or sit-ins, educational

attainment gives people the wherewithal to use cyber

tools to engage in nonviolent action if they have the con-

nections to do so. Much of the literature that examines

protests points out that higher education makes individ-

uals more likely to protest, and countries with a highly

educated population are more likely to experience nonvi-

olent contention. For example, when examining the im-

pact of democratic elections on citizens’ propensity to

protest, Anderson and Mendes (2006, 103) found that

“[e]ducation also had a significant and positive effect on

people’s propensity to engage in protest—those with

higher levels of education were much more likely to do

so.” In a study of seventeen Latin American countries,

Machado, Scartascini, and Tommasi (2011) found that

higher education levels encouraged protest.4 Corrigall-

Brown (2011) explicitly identified education as a key re-

source for protest by arguing:

Resources are important predictors of both whether or not

one ever engages and one’s trajectory of participation over

time. Those with higher levels of education and knowledge

are more likely to have ever engaged and to persist. These cul-

tural resources both prime individuals to participate and

keep them active over time. (57)

Olzak (1987) also pointed to education as an impor-

tant resource for mobilization. Klesner (2009) saw a lack

of education as a key resource constraint. While all of

these examples are focused primarily on nonviolent con-

tention, there is a literature that argues that the same pos-

itive relationship between education and contention

should be related to violent contention as well in the

arena of terrorism (Abadie 2004; Akyuz and Armstrong

2011; Berrebi 2003; Krueger and Male�ckov�a 2003;

Krueger and Laitin, 2008) and ethnic conflict (Lange

2011; Lange & Dawson 2010).

We believe that the resource implications of education

should be stronger for cyber-contention because there is a

direct link between the ability to engage in such activity

and one’s educational attainment. Carrying out these at-

tacks does require some individual and collective intelli-

gence. In this regard, our argument connecting education

to DDoS attacks is somewhat different from the argu-

ments regarding education in the literature provided

above. In the literature on nonviolent protest and terror-

ism, education’s role is one of political engagement and

the likelihood of joining associations and political groups.

In the case of DDoS attacks, these arguments may still

apply but education also directly affects the likelihood

that individuals will have the skills to carry out these

attacks.

There is evidence that cybercrime in general is tied to

higher levels of education (Neufeld 2010). In a study of

forty “Yahoo boys,” a Nigerian cybercrime gang, Ara-

nsiola and Asindemade (2011) found that all forty mem-

bers had either an undergraduate or a postgraduate de-

gree. The authors speculated that, since Nigerian youths

below the postsecondary education level rarely have ac-

cess to computer technology, higher institutions of learn-

ing—where computers are readily available—are “breed-

ing grounds” for cybercriminals. This finding is backed

up by the Indian National Crime Records Bureau, which

noted that 66 percent of those individuals accused of

committing computer crime in 2012 were “youths who

are educated and tech-savvy” (Narayan 2013). Addition-

ally, from 1999 to 2004, of the total number of cyber-

crimes reported to Taiwanese police, nearly one-fourth of

the suspects had a college diploma (Lu et al. 2006).

Ultimately, readily available access to computers and

the Internet, as well as the education required to operate

such technology, are vital components of cybercrime ac-

tivity. When exploring the global digital divide, education

is a key factor in computer penetration rates (Chinn and

Fairlie 2007). As pointed out by Aransiola and Asinde-

made (2011), many Nigerian youths who do not receive

postsecondary education are not equipped with the com-

puter knowledge necessary to commit any form of sophis-

ticated cybercrime. Thus, we can extrapolate that in

some developing states, education is a key factor in gen-

eral computer access, as well as the ability to commit In-

ternet attacks for political motives. Likewise, countries

with a highly educated population are likely to be better

targets for international DDoS attacks; these would be

the countries where Internet use is widespread and such

an attack could interfere with the day-to-day interactions

of an educated workforce and political dealings.

Thus, we hypothesize that, even when controlling

for key factors like GDP per capita and Internet penetration:

H1: As education levels increase, Internet resources

within a country are more likely to suffer a DDoS attack.

H2: As repression increases, Internet resources within a

country are more likely to suffer a DDoS attack.

In the next section, we discuss data on DDoS attacks

and how we test the above hypotheses. These data provide

a cross-national examination of this form of conten-

tion, but there are limitations, which we address.

4 See also Schofer and Longhofer 2011; Beissinger, Jamal,

and Mazur 2012; Sherkat and Blocker 1994; Pichardo

Almanzar and Herring 2004; Martinez 2008; and Waldner

2001.
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Collecting Data on Political DDoS Attacks

In order to measure our dependent variable, our initial

goal was to establish the most comprehensive record of

politically motivated DDoS attacks. We searched all

English-language news sources indexed by LexisNexis5

during the period of study to ensure the broadest avail-

able coverage that was readable and understandable for

our coders. We focused on the period of time from Janu-

ary 1, 1998, to February 3, 2011 (the final date of data

gathering), for reasons of tractability, as well as the

knowledge that there were relatively few DDoS attacks in

the early years of the Internet. Because our focus is on dis-

tributed denial-of-service attacks, we searched on that ex-

act phrase and its abbreviated form, “DDoS.”

These queries produced a total of 5,041 articles6

(31.4Mb) from 771 sources, including major newspapers,

newswire services, broadcast transcripts, government

news and transcript services, computing and business in-

dustry journals, and computing industry blogs. After

reformatting for consistency, we imported these into Pro-

valis ProSuite, a leading text analytics software package.7

As would be expected, many of the texts mention

DDoS attacks only briefly (e.g., broad discussions of cy-

ber security issues). To focus our efforts only on the most

relevant text segments, we used WordStat, a program

within the ProSuite software, to identify and extract all

paragraphs containing the original target terms. This re-

sulted in 6,296 paragraphs, each of which we associated

with the metadata of the source article. We then exported

these as a spreadsheet for review by human coders (see

the example in Table 1).

Coding DDoS Attacks

We define DDoS attacks as coordinated, broadly based

efforts (successful or otherwise) to interrupt online com-

munications. This does not include instances where gov-

ernments or industry block specific websites or platforms

(i.e., “blackouts”), where such outages are accidental or

the result of “flash events” (e.g., “slashdotting”), or

where an individual is able to tie up a web server through

technical exploits (e.g., “ping flooding”).

Given that defining what is political can be a highly

subjective exercise, we also deemed it necessary to de-

velop a consistent rubric for determining whether we

should consider an attack political, as well as assessing

the degree to which it fits into this category. We began

with an understanding that attacks involving state institu-

tions and state actors as either targets or perpetrators are

quintessentially political. We also considered attacks that

broadly target many or most networks throughout a

nation-state to be political; these would be analogous to

conventional attacks on infrastructure.

In addition, we considered attacks on the websites of

active and aspiring political actors (e.g., electoral candi-

dates), as well as those in which governance concerns are

discussed, to be political in nature, though of a different

order than those directly involving states or state institu-

tions. We assessed attacks where non-state attackers were

said to have been acting in defense of political rights (as

understood by the perpetrators), or in opposition to alter-

native ideologies or identities (political, cultural, ethnic),

in a similar manner.

The targets of DDoS attacks are generally identified in

the source texts, though often in rather general terms

(e.g., “government and banking websites”). This is less

true of attackers’ identities—attribution being a persis-

tent problem on the Internet, as already noted. However,

whenever information on the attacker was available, we

noted it.

Similarly, the national territory in which a target re-

sides was usually noted, although it was not always clear

Table 1. Example of DDoS attack from source material

Source Date published Notes

ArabianBusiness.com 8/12/2008 Authorities in Georgia claim that the Russians launched a coordinated campaign of

distributed denial-of-service (DDoS) attacks against many Georgian government

websites on Friday, when armed hostilities broke out.

5 We chose LexisNexis Academic UniverseVR for the

breadth of its coverage, as well as the ability to access

full-text articles throughout the period of interest.

6 After removing likely duplicates, identified as articles

with identical word counts, published on the same day

by the same source. The original queries returned 5,315

articles—more recent queries show a dramatic increase

in the number of articles per year, jumping from an aver-

age of 3.7 per day in 2010 to 11.5 per day in 2011 and 12.9

in 2012. DDoS attacks are gaining salience, if nothing

else.

7 Details about Provalis software, including a list of aca-

demic, governmental, and commercial users, are avail-

able at http://provalisresearch.com.
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whether the targets’ websites were also hosted in those

same countries. Wherever this was identified, we noted

the alternative “target location” in brackets. These were

later separated out as an alternative mapping of attack

targets; attacks where no extra-national hosts were iden-

tified were assigned to the country in which the target is

resident.

Due partly to the often long periods between an at-

tack and reliable attribution, public reporting on any

specific cyberattack is often spread over weeks, months,

or even years. In developing a broad record of DDoS at-

tacks, this meant we often had multiple reports on the

same event, each with only partial information about

our key variables. In practice, therefore, after coding

for all the information available in the text extracts, we

needed to consolidate these multiple reports into a uni-

fied record that included the full range of what was

publicly known about the attacks. Sorting by the date

the attacks began, and then filtering by the national

territory of the target and/or target name, we created

composite records that combined the most detailed in-

formation for a given attack, as well as the supporting

sources and text extracts. This resulted in 314 recorded

attacks between 1998 and 2010, involving fifty-one dif-

ferent target countries, and forty-six countries from

which attacks were believed to have originated.8 See

Table 2 for a list of the most-targeted countries in our

sample. Entities within the United States—both govern-

mental and non-governmental—were the most common

targets in each data set.

Transformation for Analysis

Following this procedure, we had a rich source of data

about the use of DDoS attacks for political purposes. To

prepare the data for cross-national, time-series analyses,

we then aggregated attacks annually, based on target-

country and host-country values. This resulted in 123 in-

dividual country-year records for the target-country data

set (with 1 to 16 attacks recorded per year), and 134 such

records for the host-country data set (with 1 to 23 at-

tacks). For this project, the target-country count of DDoS

attacks is used as our dependent variable. While we hope

that future research will also use the data on host-country

values, our hypotheses concern only the targeted country

and thus are best examined with a focus on the target-

country data.

Additional Variables for Future Research

In addition to the total number of attacks within a given

nation-state each year, we developed dichotomous cod-

ings for the target “types”: government entities; non-state

political actors (e.g., candidates) or political discourse;

journalism and media; ethno-religious identities or dis-

course; economic actors; actors active in intellectual

property issues; and infrastructure (including Domain

Name System (DNS) and Internet service providers). We

also noted the proportion of attacked websites, which

were hosted externally.9 We hope that these indicators

will be useful to future projects.

Key Independent Variables

To test our hypotheses, we also needed variables that cap-

tured the concepts of (a) education levels for potential at-

tackers, and (b) state-perpetrated human rights violations

within the country attacked, as well as controls for more

traditional forms of anti-government protest. To test the

first concept, we utilized a measure of the average num-

ber of years of education for males in the state. This vari-

able, which comes from the Institute for Health Metrics

and Evaluation, captures the years of formal schooling in

men aged 25 and older (Gakidou et al. 2010). Since there

are no known females convicted as perpetrators of a

Table 2. Most-targeted countries, based on raw numbers

of DDoS attacks in sample

Country Number of attacks Percentage of total

United States of America 63 20.1%

Russia 35 11.1%

Myanmar 21 6.7%

Tunisia 18 5.7%

United Kingdom 15 4.8%

China 14 4.5%

Republic of Korea 14 4.5%

Vietnam 13 4.1%

Mexico 10 3.2%

Belarus 9 2.9%

8 Even at the state level, attribution was very difficult to

determine—attackers or host countries were unidenti-

fied in fully 42 percent of all reported attacks.

9 Though not relevant for the analysis here, we also identi-

fied the proportion of attacks said to have originated in-

ternally to a country (e.g., cyber own goals), and also the

national territories from which attacks were said to have

originated, and we developed dichotomous codings for

attacker type: government; organized crime; non-

governmental organizations; Anonymous (�a la 4chan);

and hackers (when such information was available).
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DDoS attack, the use of male education rates closely

matches the likely population of potential attackers. We

use years of formal schooling for men 25 and older to ac-

count for variation in formal education start dates cross-

nationally and because of its wide usage in the literature

(Collier and Hoeffler 2004).

Our second concept of interest, human rights viola-

tions by state actors, is captured by the inclusion of the

CIRI Human Rights Dataset index of physical integrity

rights (Cingranelli, Richards, and Clay 2014). This nine-

point index (0 to 8) captures government violations of

freedom from torture, political killing, political imprison-

ment, and political disappearance. For our purposes, the

index has been reversed from its typical ordering to aid in

interpretability; in our models, a higher score on this in-

dex equates to more widespread physical integrity rights

violations. This scale is coded yearly based on reports

from the US State Department and Amnesty International

(Cingranelli, Richards, and Clay 2014). We use the CIRI

physical integrity rights scale for two reasons. First, we

use it because it conforms to our concept of interest: the

repressive practices of state governments against their cit-

izens. Additionally, the CIRI physical integrity scale has

been used as the key independent variable in studies that

focus on many other forms of contentious politics, includ-

ing terrorism (Walsh and Piazza 2010), protest (Bell et al.

2013), and interstate war (Sobek, Abouharb, and Ingram

2006).

A number of control variables were also included in

the statistical models. For anti-state violence, we followed

Murdie and Bhasin (2011) and used separate counts of

the number of violent and nonviolent protests by domes-

tic individuals or groups against their government or gov-

ernment agents. These data, also used in Bhasin (2008),

are based on event data coded from Reuters Global News

Service reports as part of the Integrated Data for Event

Analysis (IDEA) project (Bond et al. 2003). We utilized

an updated version of these variables from Bell et al.

(2013). To account for any over-reporting of protests

simply due to an overabundance of media reports about a

country, we included the natural log of the total number

of reports in Reuters about the country in that particular

year as an additional control.

Additionally, we included the Polity IV revised com-

bined polity score, often referred to as Polity 2 (Marshall,

Jaggers, and Gurr 2011). This measure captures a

country’s position on a 21-point regime-type continuum,

varying from –10 for a full autocratic regime toþ10 for a

consolidated democracy. Controls for natural log of pop-

ulation size and GDP per capita were also included and

came from the Penn World Table (Heston, Summers, and

Aten 2012). In addition, we added a control for the num-

ber of Internet users per 100 people from the World

Development Indicators (World Bank 2012). For several

of these variables, we used the Quality of Governance

aggregated data set (Teorell et al. 2011).

Research Design and Analysis

To evaluate how the above risk factors influence a

country experiencing a denial-of-service attack, we esti-

mated a logistic regression. As King and Zeng (2001)

note, to avoid bias when we study rare events, we

should correct for the fact that a positive value of the

dependent variable is infrequent as compared to zero.

They suggest estimating a rare-events logit (King and

Zeng 2001, 138), as a traditional logistic regression can

“sharply underestimate the probability of the rare event,

and commonly used data collection strategies are

grossly inefficient.” In short, the rare events logit can

produce more accurate estimates of the probability of

the rare event (a DDoS attack). As discussed above, we

constructed a comprehensive framework for collecting

the dependent variable, the denial-of-service attack.

While we have complete cases for this variable, we lose

information due to missingness in the independent vari-

ables and controls. Given this problem, one approach is

to delete these cases (listwise deletion). If any of these

data are missing due to observable factors, then the case

selection criteria will lead to biased estimates (King

et al. 2001). We estimated models using both multiple

imputations to recover the missing data and listwise de-

letion. To impute the data, we used Royston’s (2005)

method of chained imputation.10

Table 3 provides the coefficient estimates and stan-

dard errors for each variable across three models. Model

1 uses multiple imputations to recover lost data and thus

produces estimates adjusted over five separate data sets.

Model 2 also uses data across five multiple imputed data

sets, but also includes year-fixed effects to control for spe-

cific temporal factors. Model 3 utilizes one data set that

deletes cases where any variable has a missing value. The

estimates for each independent variable are consistent

across the three models. The coefficients vary slightly in

size, but the direction and significance of the relationship

holds. A few of the controls change in size and signifi-

cance across the three models, suggesting that there may

be bias in their estimate in Model 3.

10 This method of multiple imputation is native to Stata 12.

Horton and Kleinman (2007) provide a comparison of

the different multiple imputation methods and software.
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Results

Controlling for wealth and Internet penetration, we find

that countries are more likely to suffer DDoS attacks (1)

if the male population is more educated; (2) as repression

increases; and (3) in countries with more nonviolent con-

tention. These results hold regardless of the model (Mod-

els 1–3). These results provide strong support for our hy-

potheses.

A country’s wealth, captured by GDP per capita, is

generally positively associated with the probability of a

DDoS attack, although the result is not significant in the

model with fixed effects (Model 2). The level of democ-

racy is negatively associated with DDoS attacks, but in

the imputed data with fixed effects (Model 1) this result

cannot be distinguished from zero. The results for popu-

lation are similarly mixed. In two of the three models,

larger populations are associated with more attacks, but

not when using fixed effects controlling for country-

specific factors. The number of Internet users in the im-

puted data is not associated with attacks, but it is in the

data using listwise deletion (Model 3). We are skeptical

due to the sensitivity of this result.

Interestingly, the probability of a DDoS attack is not

correlated with violent contention. Across the three mod-

els, the sign flips; the coefficient is small and never signifi-

cant. Figure 1 shows the results of simulations to predict

the probability of a DDoS attack given a change in the in-

dependent variables from their minimum to maximum.11

As the figure shows, the predicted effect of nonviolent

protests has the largest impact on predicting an attack

(from 64 to 100 percent more likely). Moving from low

to high wealth leads to an expected change in the proba-

bility of an attack by 32 percent, on average. On average,

a change from low to high education also increases the

probability of an attack by 9 percent. Increasing human

rights violations from their minimum to their maximum

also increases the probability of an attack, on average, by

6 percent.

Conclusion

What determines politically motivated DDoS attacks?

Although there has been significant policy attention to

the topic, with few exceptions political science has re-

mained silent on the determinants and outcomes of so-

called cyberattacks. In this paper, we argue that politi-

cally motivated DDoS attacks are one of a series of con-

tentious behaviors that states and dissidents have in their

repertoires. DDoS attacks are just another useful tool in

the repression–dissent nexus. Like other forms of nonvio-

lent protest, would-be dissidents choose DDoS attacks

when it matches their particular skill sets and motiva-

tions. As such, when repression within a state is high and

when education levels enable the use of technology that

facilitates DDoS, a country is more at risk for an attack.

As discussed, this logic also implies that a repressive state

will be more likely to use DDoS attacks on its educated

population. We test the implications of this logic using

newly coded data on DDoS attacks from 1998 to 2010

and find much support for our central hypotheses.

What do these results imply for policy? First, we take

these results to indicate that focusing on the new threat of

cyberattacks could be overstated. Instead of being a new

threat, DDoS attacks are simply a new tool for dissident-

state relations that reflect long-standing determinants of

other nonviolent political actions. Second, we see this re-

search as important in the formation of any counter-cyber

efforts. Like research on terrorism, actions taken by states

Table 3. Determinants of political denial of service attacks

in the world, 1998–2010

(1) (2) (3)

VARIABLES Imputed

data

Imputed with

year fixed

effects

Missing

data

Years of ed. (Male) 0.180** 0.243*** 0.264***

(0.0744) (0.0817) (0.0873)

Human rights

violations

0.214*** 0.189** 0.203**

(0.0766) (0.0897) (0.0968)

Democracy –0.0359 –0.0463* –0.0672**

(0.0228) (0.0257) (0.0332)

Population 0.442*** 0.202 0.337*

(0.142) (0.178) (0.198)

GDP 0.702*** 0.236 0.277

(0.240) (0.244) (0.340)

Internet users 0.00818 0.0134 0.0246**

(0.00804) (0.0105) (0.0116)

Nonviolent protests 0.0325** 0.0309** 0.0247**

(0.0135) (0.0121) (0.00999)

Violent protest 0.000941 0.000120 –0.00292

(0.00417) (0.00330) (0.00282)

Total news reports –0.276** 0.0968 –0.138

(0.132) (0.171) (0.159)

Constant –14.06*** –12.10*** –11.33***

(2.524) (2.327) (3.253)

Observations 2,028 2,028 1,566

Robust standard errors in parentheses clustered on country.

***p<0.01

**p<0.05

*p<0.1

11 This figure uses estimates from all five imputed data

sets and utilizes CLARIFY to combine the estimates

(Boehmke 2008).
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that restrict the rights and abilities of an educated popula-

tion may increase the pool of potential attackers (Bueno

de Mesquita 2005). Counter-cyber efforts that restrict the

abilities of an educated population to utilize their skills

may end up mobilizing the population against the state.

Finally, we see these results as important because they

stress the need for cross-disciplinary work. Understand-

ing the risks posed by cyberattacks to states requires

more than just understanding technological vulnerabil-

ities. It requires a focus on the motivations for all types of

contentious political actions, including hacking. We hope

researchers can draw on this work and the data set under-

lying our results in future work.

Replication Data

Replication data can be found at http://www.isanet.org/

Publications/JoGSS/Replication-Data.
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